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Agenda
● About Employment Innovations & VerifyNow;
● Pre-employment screening: What’s involved and where does it fit in 

recruitment process?
● Pre-employment screening and the law: Privacy, confidentiality & 

discrimination;
● Can being vaccinated be a requirement of getting a job?
● What to do if an issue arises in a screening check;
● Can you give a bad reference?
● Are there questions you can’t ask or job applicants?
● Questions.
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About Us
About Employment Innovations
We’re one of the leading providers of professional services & cloud-based 
technology to Australian businesses. We combine HR, Payroll, WHS & Legal 
services to make Australian employers compliant and more productive.

About VerifyNow
Provides pre-employment screening and recruitment services to help 
organisations build a trusted workforce.
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What is pre-employment screening and where does it fit in?
Two ways to look at pre-employment screening:

1. Verify the claims and credentials of preferred candidates to provide 
the organisation with confidence when hiring

2. Identify and prevent individuals who are not suitable and/or lack the 
integrity to perform in the role

Best conducted before you make a formal offer. Otherwise, conditional 
offer prior to satisfactory pre-employment screening being completed. 
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Why screen your candidates?
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Pre-employment screening obligations for employers & 
candidates

● Employment Screening is a consent based service;
● Important to communicate with the candidate and internal 

stakeholders about requirements and timeframes;
● Privacy considerations - Australian Privacy Principles;
● Legal Entity Customer obligations with the Australian Criminal 

Intelligence Commission;
○ Data Retention and Deletion requirements.

● HR and risk management policies to support such as code of 
conduct and employment screening framework.
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Most common pre-employment checks in Australia
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Pre-employment screening and the law

There are a number of different legal considerations to consider when 
thinking about pre-employment screening, including:

● Migration law;
● Privacy law & confidentiality;
● Discrimination law:

○ Disability discrimination;
○ Criminal record discrimination.
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Migration law

Offence to knowingly / recklessly employ someone who would be illegally 
working in Australia.

Therefore very important to check:
● Identity and citizenship;
● If not an Australian / NZ citizen check visa status (VEVO check on 

Dept of Home Affairs website);
● Requirement in contract to update on change to visa status.
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Privacy law - collecting “personal information”
The Privacy Act 1988 covers the collection and use of “personal information” (any 
information that identifies a person). Applies to businesses with annual turnover of 
more than $3 million.

Privacy Act says when collecting personal information you generally must: 
● disclose to the individual that the personal information is being collected in 

relation to them and what it will be used for (and only use it for that purpose);
● only collect it for a legitimate purpose.

Any organisation covered by the Privacy Act must have a privacy policy explaining 
how it handles personal information. 

Privacy Act only relates to where a record of information is kept.
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Privacy law - collecting “sensitive” personal information
Stricter rules about collecting and using “sensitive” personal information:

● Must generally obtain the person’s consent before collecting 
sensitive information.

Sensitive personal information includes information about:
● racial or ethnic origin;
● political opinions or associations;
● religious or philosophical beliefs;
● trade union membership or associations;
● sexual orientation or practices;
● criminal record;
● health or genetic information;
● biometric information.

Confidentiality = duty to not disclose confidential
information!
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Privacy law and confidentiality - top tips for pre-employment 
screening
● Make sure you have the job applicants permission before collecting / 

using any sensitive personal information (health information, etc), 
best practice get consent for any personal information. Don’t 
contact references without permission (confidentiality).

● Tell job applicants the purposes their personal information will be 
used for (assessing suitability for role, reference checking, etc) - only 
use information for that purpose.

● Beware collecting information from social media without informing 
applicant you are doing this (may breach privacy laws, even if 
information is publicly viewable). Likely that social media information 
could contain sensitive personal information (photos showing race, 
health, etc), therefore need permission to collect. But only applies  if 
you are keeping a record! 

● Discrimination risks from social media screening too!
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Discrimination law: Criminal record checks

● The law operates differently in respect of spent convictions and 
unspent convictions.

● Spent convictions are convictions that occurred more than a set 
number of years ago. Generally unlawful to take these account in 
assessing suitability for a role (exception: working with children 
check, etc). Will not be disclosed as part of criminal record check. 

● In respect of unspent convictions:
○ Only Tasmania & NT have laws against discriminating on basis 

of irrelevant criminal records;
○ In all states and territories complaints can be made to the 

Australian Human Rights Commission about discrimination on 
the basis of irrelevant criminal records;

○ AHRC can make a public report but cannot issue fines, order 
someone to be employed, etc.
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Criminal record checks - top tips

● No breach of law (or ground to complain to AHRC) if someone not 
offered a role because of a relevant criminal conviction;

● Unlikely that it would be legitimate to have a blanket “any criminal 
record, no job” policy;

● Consider whether the offence is relevant to the role - driving offence 
might not be relevant to a CFO role, but fraud conviction would be;

● Consider nature of the role, nature of offence, how long ago it 
occurred, etc;

● Generally will be no breach of discrimination law (or grounds to 
complain to AHRC) where employer is acting reasonably, 
reasonableness will be easier to demonstrate if you discuss the 
matter with the job applicant before making a final decision not to 
employ.
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Disability discrimination

● One popular type of pre-screening check is checking that there are 
no health issues which would prevent an employee from performing a 
role;

● Disability discrimination has a wide reach and would generally be 
relevant where an employee is not offered a role on health grounds;

● Will not be unlawful discrimination if health information shows that a 
job applicant cannot perform the inherent requirements (essential 
tasks) of the role, and that no reasonable adjustments can be made 
to accommodate these;

● Employer will be likely breach discrimination law if an irrelevant 
health matter is taken into account in not offering the role.
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Disability discrimination contd.

Consider a role that involves heavy lifting.

Will not be unlawful discrimination to refuse to offer someone with a back 
injury and who cannot lift a certain weight as a result,  if no reasonable 
adjustments can be made to accommodate this. 

Will be unlawful discrimination if reasonable adjustments were possible 
eg if there could always be with someone with them to help with lifting, if 
they could be supplied with lifting machinery / tools, etc).

Will be unlawful discrimination to not offer role on basis of irrelevant 
health issue (such as a mental health issue irrelevant to the role).
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Carrying out health checks - top tips

Only medical information relevant to the role should be collected - the risk 
in collecting an employee’s whole medical history is if they are then not 
offered the role for another (non-medical reason), they may be able to 
argue that their health was the “true” reason for not being offered 
employment. 

Best practice is therefore:
● ask a health examiner skilled in this area to carry out the assessment 
● provide examiner with position description for the role and ask for 

them to only comment on health issues relevant to this;
● only perform health check as last step in process (otherwise there will 

be a wide pool of unsuccessful job applicants who could potentially 
argue the true reason they were not employed was on health 
grounds).
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COVID-19 Vaccine requirements for new employees

● Generally accepted it is much less problematic to have a mandatory 
vaccination requirement for new employees (no question that they 
did not know this was a requirement of the role);

● No protection in discimination law on the basis of vaccination status 
only if reason for not being vaccinated was on grounds of health or 
religion (will be rare);

● In those circumstances it would be prudent for an employer to see if 
it could make any reasonable adjustments to accommodate the 
employee (working from home, other controlled measures - social 
distancing, mask wearing, etc).
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Collecting COVID-19 Vaccine information

● Think about Privacy Act considerations:
○ Must only be collected for legitimate purpose (e.g. as part of 

WHS risk assessment rather than “we might need it in the 
future”);

○ Don’t collect more information than is needed - unlikely to need 
all the information in a immunisation record (such as Individual 
Health Identifier number) - Can you just sight it but not keep a 
copy?

○ Not an issue in NSW if using digital certificate in Services NSW 
app (does not disclose IHI);

○ Tell new employees what information will be used for, etc.
● Best practice - make clear providing information is voluntary, but not 

providing it will likely mean cannot be offered a role.
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What should you do if a pre-screening check reveals a 
concern?

Always make sure any offer of employment is made subject to successful 
screening checks, to give you a right to withdraw offer if needed.

Ideally complete all checks before employment starts, but if this isn’t 
possible make sure that it is clear that the employment can be terminated 
if checks are not successful.

Remember an employee cannot claim unfair dismissal within first 6 
months of employment (12 months for small businesses), so low risk to 
terminate employment if issue is revealed (including if it appears someone 
had been dishonest in pre-employment screening checks).

If a reference check, criminal record check, etc reveals an issue, best 
practice would be to discuss this with the individual before making any 
final decisions.
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Can you give a “bad reference”?

Yes! 

But you cannot give an inaccurate reference.

Think about policy of just providing a statement of service.

Can you ask job applicants about health, family, age, etc?

Yes...

But if not relevant to the role then risky to collect this information, risk 
that unsuccessful applicant will allege true reason for not being given the 
role was due to one of these factors (discrimination risk). 
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Resources
● Guide to Employment Screening in Australia

● Blogs on VerifyNow website

● HR Think Tank Podcast
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https://insights.employmentinnovations.com/hubfs/employment-screening-guide_verifynow-2021.pdf
https://verifynow.com.au/resources/blog/
https://verifynow.com.au/resources/podcast/


Questions
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For information and resources on building a 
trusted workforce, you can reach out to 
VerifyNow or visit their website:

Website:  verifynow.com.au

Contact: info@verifynow.com.au 

Want to know more about VerifyNow?

ORGANISE A CHAT

https://verifynow.com.au/
mailto:info@verifynow.com.au
https://verifynow.com.au/
https://verifynow.com.au/


For specialist employment law advice, contact our
team of Employment Lawyers at EI Legal;

Phone:  1300 180 902
Email:  info@eilegal.com.au

For HR & workplace advice, contact the Employment 
Innovations Advisory team;

Phone:  1300 144 120
Email:  hr@employmentinnovations.com

Alternatively, you can book a free 30 minute 1:1 consultation 
with on of our HR experts! www.employmentinnovations.com

Need further advice?
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